
  

 

 Privacy and Security Advisory 

FCC Toughens Telephone Privacy Requirements 

By Brian J. Hurh, K.C. Halm and John D. Seiver 
[April 2007] 

On April 2, 2007, the Federal Communications Commission (FCC) released a Report and 
Order and Further Notice of Proposed Rulemaking (“Order”) in response to a petition filed by 
the Electronic Privacy Information Center (EPIC) addressing the practice of “pretexting” and 
privacy concerns over customer proprietary network information (CPNI). This Order 
substantially amends the FCC’s existing rules governing the use and disclosure of CPNI by 
imposing more stringent access and authentication standards and procedures on 
telecommunications carriers.  

The Order also extends the same obligations to interconnected VoIP service providers. 
Relying on its ancillary authority under Title I of the Communications Act, the FCC imposed 
these new privacy obligations on interconnected VoIP providers without classifying VoIP as a 
telecommunications service, or subjecting that service to other Title II obligations. In addition, 
the Order solicits additional comment on related implementation issues. 

 
Password requirement for release of CPNI 

Under the new rules, carriers may not release call detail information during a customer-
initiated telephone contact unless the customer provides a password. Non-call detail CPNI 
may be released without a password, but the carrier is still under a duty to authenticate a 
customer prior to disclosure. (Non-call detail is information that does not pertain to the 
transmission of specific telephone calls. For example, while the number called and the 
duration of the call are considered “call detail” information, remaining minutes of use would 
not be.) If a customer forgets his or her password, the carrier may use backup customer 
authentication methods, but these methods may not rely on readily available biographical 
information or account information. If the customer does not provide a password, then the 
carrier may only release call detail information by sending it to the address on the account or 
calling the customer at the telephone number on the account. Carriers must also establish a 
password protection mechanism for online account access, although for in-store visits, carriers 
may release CPNI if the customer presents a valid, government-issued photo ID that matches 
the name on the account. 
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Customer notification 

Carriers will be required to notify customers immediately when a password, customer 
response to a back-up means of authentication for lost or forgotten passwords, online account, 
or address of record is created or changed. Such notification may be in a voicemail, text 
message, or by mail to the address on the account. 

In the event of an unauthorized disclosure of CPNI, carriers must first notify the United States 
Secret Service (USSS) and the FBI and then the customer, unless urgency requires immediate 
notification to the customer or the public. These new requirements do not alter existing law 
regarding access by law enforcement to customer records (e.g., ECPA), nor are they intended 
to mandate customer notice when a carrier is permitted by law to disclose customer personal 
information without subscriber notice in order to protect its property or users of its services 
and other carriers. 

 
Disclosure to joint ventures and independent contractors  

In a major change, carriers must have customer consent to share CPNI with their joint venture 
partners and independent contractors for purposes of marketing communications-related 
services. This essentially rejects the ruling in U.S. West v. FCC, 182 F.3d 1224 (10 th Cir. 
1999), in which the U.S. Circuit Court of Appeals for the Tenth Circuit threw out the FCC’s 
earlier rules implementing an opt-in regime for CPNI use and disclosure. 

 
Annual certification and continued vigilance by carriers to protect CPNI 

Carriers will now have to file an annual certification with the FCC that includes an 
explanation of any action taken against a data broker and a summary of all consumer 
complaints received in the previous year regarding the unauthorized release of CPNI. Under 
prior rules, carriers were only required to certify annually that the company had established 
procedures to protect CPNI. Carriers must also now take reasonable steps to protect CPNI 
from hackers and other unauthorized attempts by third-parties to access CPNI, although the 
FCC is not requiring encryption of CPNI in storage. 

 
Further notice of proposed rulemaking 

The FCC is seeking additional comment on several other issues related to these new rules, and 
specifically whether there is a need for additional privacy protections, including: (1) additional 
password protections; (2) audit trails; (3) physical safeguards; (4) limits on data retention; and 
(5) protection of information stored on mobile communication devices. 

The FCC’s Order reflects the growing concern surrounding the privacy and protection of 
CPNI and customer information generally. Telecommunications carriers and interconnected 
VoIP providers will need to pay even more attention to how they maintain customer data and 



who has access to it, in addition to determining how these new rules apply to carriers’ 
relationships with joint venture partners and independent contractors.  

Davis Wright Tremaine counsels interconnected VoIP service providers and 
telecommunications carriers on these and other issues. If you would like additional 
information or assistance with these matters, please contact us. 

For coverage of this and other issues of interest, 
please visit http://www.privsecblog.com. 

 

For more information, please contact: 

John D. Seiver 
Washington, D.C. 
(202) 973-4212 
johnseiver@dwt.com 

Charlene A. Brownlee 
Seattle, Washington 
(206) 628-7616 
charlenebrownlee@dwt.com

 
        

 

James M. Smith 
Washington, D.C. 
(202) 973-4288 
jamesmsmith@dwt.com

  

  

Other DWT Contacts: 
K.C. Halm, Washington, D.C., (202) 973-4287, kchalm@dwt.com 
Treg Tremont, San Francisco, (415) 276-6521, tregtremont@dwt.com 
Brian J. Hurh, Washington, D.C., (202) 973-4279, brianhurh@dwt.com

This advisory is a publication of the Privacy/Security and Communications Groups of Davis 
Wright Tremaine LLP. Our purpose in publishing this advisory is to inform our clients and 
friends of recent legal developments. It is not intended, nor should it be used, as a substitute 
for specific legal advice as legal counsel may only be given in response to inquiries regarding 
particular situations. Attorney Advertising. Prior results do not guarantee a similar outcome.  

Copyright © 2007, Davis Wright Tremaine LLP. 

 

   
 

http://www.privsecblog.com/
http://www.dwt.com/lawdir/attorneys/SeiverJohn.cfm
http://www.dwt.com/lawdir/attorneys/BrownleeCharlene.cfm
http://www.dwt.com/lawdir/attorneys/SmithJamesM.cfm
http://www.privsecblog.com/
http://www.dwt.com/lawdir/attorneys/SeiverJohn.cfm
mailto:johnseiver@dwt.com
http://www.dwt.com/lawdir/attorneys/BrownleeCharlene.cfm
mailto:charlenebrownlee@dwt.com
http://www.dwt.com/lawdir/attorneys/SmithJamesM.cfm
mailto:jamesmsmith@dwt.com
http://www.dwt.com/lawdir/attorneys/HalmKC.cfm
mailto:kchalm@dwt.com
http://www.dwt.com/lawdir/attorneys/TremontTreg.cfm
mailto:tregtremont@dwt.com
http://www.dwt.com/lawdir/attorneys/HurhBrian.cfm
mailto:brianhurh@dwt.com


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 1083.000]
>> setpagedevice


